HaeXHad rnpa BOBaﬂ noaaepxKa

<[lncbmMo> MuHobpHaykn Poccmn ot 14.05.2018
N 08-1184
"O HanpasBneHnn nHpopmaumm”
(BMecTe ¢ "MeToANYEeCKMMN peKoMeHaaunsaMm o
pa3MeLLieHNN Ha NMHPOPMALIMOHHBIX CTEHAAX,
o1UManbHbIX MHTEPHET-CaUTax n Apyrux
MHMOPMALIMOHHBIX pecypcax
06LLe0bpa3oBaTeNbHbIX OpraHn3aLUum U OpraHos,
OCYLLIeCTBNSIOWMX ynpaBieHue B cdepe
obpa3oBaHus, MHpopMaLmm o 6e30rnacHOM
noBeaeHnn 1 NCrMosIb30BaHUKN ceTn "IHTepHeT")

[okyMeHT npepoctaBneH KoHcynbTaHTINIOC
www.consultant.ru

[ata coxpaHeHus: 18.06.2018


http://www.consultant.ru/
http://www.consultant.ru/
http://www.consultant.ru/

<MucbMo> MuHo6pHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHdopmauumn”
(BmecTe ¢ "MeToanyecknMy pekomeHgaunsamum o...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 18.06.2018

MWHUCTEPCTBO OGPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALIUU

OENAPTAMEHT rOCYQAPCTBEHHOW NONUTUKU B COEPE
OBLLEN0 OGPA30OBAHUA

NMUCbMO
oT 14 mas 2018 r. N 08-1184

O HAMNPABJIEHUX NH®OPMALIUKA

[denapTtameHT rocygapCTBEHHOW nonutukn B cdepe obuwero obpasoBaHms MuHoOpHaykm Poccuu
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
WHpopMaUnMOHHOro obLecTBa METOAMYECKME peKOMeHAauun O pasMelleHUn Ha MHEOPMALMOHHBIX CTeHAax,
oduumanbHblX MHTEPHET-CanTax U Apyrux MHOPMAaLMOHHLIX pecypcax obLieobpasoBaTenbHbIX OpraHu3auni u
OpraHoB, OCYLLeCTBNALWMX ynpasneHne B cdepe obpasosaHus, MHpopmauun o 6es3onacHOM MOBEAEHUUN W
ncnonb3oBaHun cetn "UIHTepHeT".

OuvpexTop [enapTtameHTa
A.E.TTETPOB

MpunoxeHue

METOAWYECKME PEKOMEHOALIUU
O PASMELLEHUU HA UH®OPMALIMOHHbIX CTEHAAX, OPULNATIbHbIX
WHTEPHET-CAUTAX U APYTUX UH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFAHU3ALIMA U OPFAHOB, OCYLLECTBNAIOLWMX
YNPABJNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNACHOM
NOBEAEHNN U UCMONb3OBAHUU CETU "MHTEPHET"

Okcneptamn 1M uneHamu BpemeHHon komuccum CoseTta degepaumy No pasBUTUMIO UHGOPMALIMOHHOIO
obLlecTBa B paMKax BbINOMHEHUSI peKOMeHOauUi napaameHTCKux crywaHmn "AkTyanbHble Bonpockl obecnedeHmns
6e30nacHOCTU U pa3BUTUS AeTel B MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B CoeTte ®enepauun 17
anpena 2017 r., Obinn paspaboTaHbl METOOMYECKME PEKOMEHAALMU O pasMeLleHMM Ha WHEOPMAaLMOHHBIX
CcTeHAax, oduuManbHbIX WHTEPHET-calTax W OpYyrux WHAOPMALMOHHBLIX pecypcax obweobpa3oBaTenbHbIX
opraHu3aumi 1 OpraHoB, OCYLLECTBASALWMX ynpaBneHve B cdepe obpasoBaHus, MHgopmauun o GeszonacHom
noBefeHUn 1 ncnonb3oBaHun cetn "MIHTepHeT" (danee - MeToanyeckue pekoMmeHaaumm).

MeToanyeckme pekoMeHdauuu HampaeneHbl Ha KayeCTBEHHOE MOBbIEHWE YPOBHA WH(OPMAaLMOHHOW
AesiTeNbHOCTU 06LLEeo6pa3oBaTenbHbIX OpraHM3auuii M OopraHoB, OCYLLECTBISIOWMUX yhpaBreHue B cdepe
obpasoBaHMsi, B 4acTM MWH(OPMMPOBaHMSA Yy4YalUMXCs, WX poauTenei (3akoHHbIX npedcTaBuTenen) wu
neAarormyecknx paboTHUKOB 06 OCHOBHBIX acrnekTax MHOpMaLMOHHON Ge30MNacHOCTU.

MeToanyeckne pekoMeHzaumm No3BonAT  obuwieobpasoBaTernbHbIM - OpraHusaumMsiM U opraHam,
OCYLLECTBMAOWMM ynpasrneHne B cdepe obpasoBaHus, akTyanMsumpoBaTb yXKe UCNOfb3yemble U pasMeLleHHble
WH(OPMaLMOHHbIE MaTepuarnbl, Tak U MOArOTOBUTb MX B Clydae UX OTCYTCTBUS C Y4YETOM IydLIUX MPaKTUK U
pekomeHaaunin.

B pamkax meToau4eckmMx pekoMmeHaaLmmn paccMaTpmuBaloTCs creayolwme MHCTPYMEHTbI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohmumanbHble UHTEPHET-PECypChl;

3. cpeacTBa MaccoBOW MHGPOPMALUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).

UHdopmaLmnoHHble cTeHabI
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Ha wHdOpMauMoHHbIX CTeHdax B obuweobpas3oBaTerbHbIX OpraHu3auusx, pacrnosioXeHHbIX B dhone
YYPEXOEHUN M B KabOWHETax, OCHALLEHHbIX MepPCOoHamnbHbIMW YCTPOWCTBaAMM ANS Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTCa pasMecTUTb WH(OPMAaLMOHHbIE MaMATKW, coAepKallne OCHOBHble COBETbl MO obecneyeHuto
NMHOpMaLMOHHON 6e30MacHOCTN y4aLLUXCS.

B NPUIoOXeHnn N 1 kK meToaMYECKMM pekoMmeHaaunam npencrasiieH 06pa3eu, NaMATKN And pasMelleHnd Ha
VIHCpOpMaU,VIOHHbIX cTeHaax.

CpeacTtea maccoBoin nHdopmaLmm

B cpeactBax maccoBoi MHGOpMauuM, OPUEHTMPOBAaHHLIX Ha OBYy4YaloLMXCsl, PeKOMEHOYeTCs B TeyeHue
y4eGHOro roga perynsipHo nyGnukoBaTb MH(OPMAaLMOHHbIE MaTepuarsbl, NMOCBALWEHHbIE OTAEMbHbLIM acrneKkTam
MHcbopMaLMOHHON 6e30MacHOCTH, a Takke pasnuyHbie NamMsATKM OOLLEro xapakTepa.

B cpeactBax wmaccoBor MHGOPMAaLMM, OPUEHTUPOBAHHbLIX Ha nefarormdyeckyto obLeCTBEHHOCTb,
pekomMeHayeTCs B TeYeHue KaneHgapHoro roga perynspHo nybnukoBaTb WHGOPMAUMOHHbIE MaTepuansl,
MOCBSILLEHHblIE OTAENbHbIM acnektaMm MHQOPMaUMOHHOW ©e30MacHOCTN Kak HEeCOBEPLUEHHOMETHUX, Tak U
obLleobpasoBaTenbHbIX OpraHuM3auun, a Takke pasnuyHble namaTkM, 0630pbl  HOpMaTUBHO-MPaBOBOroO
perynMpoBaHus gaHHou cdepbl 1 MHAOPMaLMIo O akTyarnbHbIX MEPONPUATUAX U COBBITUSX B JaHHON cdhepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsi obecneuntb
BbIMYCK TEMaTMYEeCKOro BbIMyCcka cpeAcTBa MaccoBon WHdopmauum nubo cepum nybruvkauum, cpegu KOTopbIX
paccMOTpPeTb OpraHM3oBaHHbIE MepPoNpUATUS ANd obydalrowmxcs, Ux pogutenen (3akoHHbIX npeacTaBuTenen) u
negarornyeckon obLecTBEHHOCTN.

OdwmumanbHble UHTepHET-pecypchbl

O6LeobpasoBaTenbHbiM OpraHu3auusM pekoMeHayeTcda Ha cBoux oduumanbHblx WMHTepHeT-pecypcax
obecneuntb OYHKUMOHMPOBAHME CaMOCTOATENbHOrO M chneunanusvpoBaHHoro pasgena "WHdopmaunoHHas
6e30nacHOCTL", B paMKkax KOTOPOro NpegycMoTpeTb pasMeLleHne cnegyowen nHpopmauum:

N Pasgen/nogpasgen | ®opmaTt npegcraBneHus CopgepxaHvne maTepumarnos
maTepuanos
1. |INokanbHble Konuu fokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMaTuMBHbIE akTbl B | hopmate *PDF CKaHUPOBaHHbLIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYOLWUIA TpeboBaHNAM K
NMHGOPMALIMOHHOMN napameTpam CKaHWpPOBaHWMSI.
©e3onacHocTn PasmeLluaoTcs AOKYMEHTHI,
obyyvaromxcs pernaMeHTVpyoLmne opraHm3aumio n

paboTy ¢ nepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyeHnto
WH(OpMaLMOHHOW Be3onacHoCTH
obyyatowmxes u gpyrue.

2. |HopwmatusHoe Konuvn gokymeHTOB B [My6nukytoTCcsa akTyarnbHble CBEAEHUS O
perynuposaHue dopmarte *PDF denepanbHbIX U permoHanbHbIX 3aKoHax,
nMcbMax opraHoB BNacTu n gpyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernameHTupyoLmne obecneveHve
MHOpMaLMOHHOW Be3onacHoCcTH
HecoBepLleHHoneTHuX. [lonyckaeTcs
BMECTO KON pa3meLlaTb rmnepcehbinikn Ha
COOTBETCTBYIOLLNE JOKYMEHTbI Ha canTax
OpraHoB rocyfapcTBEHHOW BNacTu.
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3. |lemarornyecknm TekcT Ha cTpaHuue Pasmeluatotca metognyeckune
paboTHMKam caunTa peKoMeHJaLmMm 1 yKa3biBaeTcst
Konuu gokymeHTOB B MHOopMaLNS O MEPONPUATUSIX, MPOEKTaX
¢opmaTte *PDF M NnporpaMmmax, HanpasfeHHbIX Ha

noBblLLeHNne MHGHOPMaLMOHHOMN
rPaMOTHOCTM NeJarorm4yecknx paboTHMKOB.

4. | Obyyarowumces TeKkcT Ha cTpaHuue PasmellaeTtcsa nHgopmalmMoHHasa namsTka
caunTa (npunoxenue N 2) n ykasbiBaeTcs
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaX
1 MporpaMmax, HarnpaBfieHHbIX Ha
noBblLLeHNne MHGHOPMaLMOHHOMN
rPaMOTHOCTM 0By4atoLLMXCS.

5. |Pogutenam (3akoHHbIM | TEKCT Ha CTpaHuue PasmellaeTtcs nHopmaunoHHast namsaTka
npeacraBuTensam) caunTa (mpunoxenue N 3).
obyuvatomxcs

6. |[OeTckue 6e3onacHble | TeKCT Ha cTpaHuue PaameluaeTtcsa nHdopmauus o
canThbl caunTa peKkoMeHOyeMbIX K MCMONb30BaHWIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
BGaHHepbl 6e30NacHbIX ETCKUX CalTOB.

OpraHaM, OCyLLEeCTBNSIIOLLMM ynpaBrneHue B cpepe obpa3oBaHns, pEKOMEHOYETCS HA CBOMX OhuLManbHbIX
WHTepHeT-pecypcax obecneuntb (YHKUMOHMPOBAHWE CaMOCTOSITENBHONO M Creuuanu3npoBaHHOro pasgena
"MndopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro npegycMoTpeTb pasMeLleHme criegyroLlen nHopmaumm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MUH®OPMALIMOHHOWM BE3OMACHOCTH IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKOSbI, a Takke dpoTorpadum CBOW, CBOEN CEMbM U OpY3eNn);

2. OTKpbIBaTb BMNOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNPaBUTENS;
3. MpybuTb, NpuanpaTbCs, Oka3bliBaTb AaBreHNEe - BeCTU cebsh HEBEXITMBO U arpeCcCUBHO;
4. He pacnopsikaics AeHbrammu TBoer ceMbm 6e3 paspelleHns cTaplumnx - BCcerga cnpaiuvean poauTenen;

5. He BcTpevanca ¢ NHTepHeT-3HAaKOMbIMW B pearibHOW XWU3HU - MOCOBETYWCH CO B3POCIMbIM, KOTOPOMY
aosepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B MIHTepHeTe - coobLy 06 3TOM CBOMM poauTeNsam
UMK onekyHam;

2. MpuvrnawatroT nepenncbiBaTbCH, Urpatb, 0GMeEHMBATLCS - NPOBEPb, HET MW NOABOXA;

3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerpga paCCKa3bIBal7I B3pPOCJ1bIM O npo6nemax B Ce€TU - OHWN BCerga rnomoryT;

5. Vicnonb3yn HacTponkn 6e30nacHOCTU M NPUBATHOCTU, YTOObI HE MOTEPATb CBOU aKKayHTbl B COLCETAX U
Apyrux nopranax.

MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChISKN, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a NMOMOLLbIO B3POCIIbIM - POAUTENM, ONEKYHbl U aAMVHUCTPaLIMS CanToB BCerga noMoryT;

5. Mponan obyveHune Ha cante "CeTeBMYOK" 1 NONy4M NacnopT unMdpoBoro rpaxgaHnHa!

Mpunoxexne N 2

NH®OPMALIMOHHAA NMAMATKA
AnA OBYYAKOLWWMXCA ONnA PASMELLEHUA
HA OOULINATIbHbIX UHTEPHET-PECYPCAX

C kaxablM roaoM MONOAEXW B MHTEpPHEeTe CTaHOBUTbCHA Oornblue, a LUKOMbHUKA O4HW U3 CaMbIX aKTUBHbIX
nonb3oBatenen PyHeta. Mexgy Tem, MOMMMO OFPOMHOIO KOMMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta namATKa AOMKHa NOMoYb Tebe 6e3onacHO HaXOANTLCS B CETU.

KomMnbroTepHble BUPYCbI

KomnbloTepHbIN BUPYC - 9TO PasHOBMAHOCTb KOMMbLIOTEPHBLIX NPOrpamm, OTAWYUTENbHON OCOBEHHOCTbIO
KOTOPOW SABMSIETCS CNOCOBHOCTb K pasMHOXEeHWo. B gononHeHne K 3TOMy, BUPYCbl MOryT MOBPeauTb UMM
MOMHOCTBI YHUYTOXWUTb BCE (pannbl U AaHHble, MOAKOHTPOMbHbIE MOMb30BATEN0, OT MMEHU KOToporo Obina
3anyLleHa 3apaxeHHas nporpaMmma, a Takke nospefuTb NN gaxe YHUYTOXUTb OrnepaunuoHHY0 CUCTEMY CO BCEMM
avinamu B uenoM. B 6onblunHCTBE CryvyaeB pacnpoCTPaHSIOTCA BUPYChl Yepe3 UHTEPHET.

MeToab! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Vcnonb3yin COBPEMEHHble OnepauuoHHbIE CUCTEMbI, UMEILLNE CEepPbe3Hbli YPOBEHb 3aluTbl OT
BPEAOHOCHbIX NPOrpamm;

2. lMocTosIHHO yCTaHaBJ'WIBaﬂ nadTu (LJ,I/ICprBbIe 3aniaTtky, KOTopble aBTOMaTU4E€CKM YyCTaHaBIIMBAKTCA C
Lenbto ,D,Opa6OTKI/I I'IpOI'paMMbI) n gpyrue 0OHOBNEHUs cBOEN OﬂepaLlVIOHHOVI cuctembl. CkaumBam ux TOSbKO C
OCbI/ILI,VIaﬂbHOFO canTta pa3pa60TqMKa OC. Ecrn CyLleCTBYyeT peXum aBToMmaTn4eckoro O0BGHOBNEHWS, BKINOYM €rO;

3. PaboTtan Ha cBoeM KoMMblOTEpPE MOA NpaBamMu NOMb30BaTens, a He agMuHMcTpaTopa. ATO He No3BONUT
6ONbLINHCTBY BPEOOHOCHLIX MPOrpamMm MHCTannMpoBaTbCa Ha TBOEM NEePCOHAaNbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHble MporpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBREeHneM 6as;

5. OrpaHunyb u3anyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NiL;

6. Vicnonb3yn BHellHWe HocuTenu nHdopMalmm, Takue Kak dreLlka, AMcK unu gann u3 MHTepHeTa, ToNbKo
N3 NPOBEPEHHbBIX NCTOYHMKOB;
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7. He oTKpbiBal KOMMbIOTEPHbIE halnibl, MOMYyYEeHHblE U3 HEHaOeXHbIX WUCTOYHUKOB. [axe Te channsbl,
KOTOpble Mpucran TBOW 3HaKOMbIN. Jlyylle yTOYHU Y Hero, oTnpasnss nn oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apeructpupoBana 6peHa "WECA", 4to o6osHavano crioBocoveTaHue "Wireless
Fidelity", koTopbIn nepeBoguTCS Kak "GecnpoBogHast TOYHOCTbL".

[o Hawero BpemeHu powna gpyras abbpesuaTypa, KOTOpas SABMSETCS TaKOW Xe TexHomnorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue GbINO JaHO C HAMEKOM Ha CTaHAapT BbiCLlen 3BykoBon TexHukn Hi-Fi, uto
B NepeBode 03Ha4vaeT "BblCOKasi TOMHOCTbL".

Ha, 6ecnnaTHbli MHTEPHET-AOCTYN B Kade, OTensdx M aspornopTax ABNAETCA OTMMYHON BO3MOXHOCTbIO
BbIXOAa B UHTEPHET. Ho MHOrmne akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi ceTu He aBnatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTU paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBai cBOW NU4YHYO WHopmaumio 4epesd obuenocTtynHble Wi-Fi cetn. PaboTtas B HuX,
XenaTenbHO He BBOAUTb Naponv JOCTYNa, JIOTUHBI U KaKMe-TO HOMepa;

2. cnonb3yi n 06HOBNSAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambim Tbl 06e3onacuwb cebs ot
3aKayku BMpyCca Ha TBOE YCTPONCTBO;

3. Mpwu ncnonesoBaHum Wi-Fi oTkntoum doyHkumo "O6Lwmin goctyn kK dpannam u npuHtepam”. [laHHas pyHKUms
3aKpbiTa MO YMOSYaHWIO, OLHAKO HEKOTOpble MONb30BaTENM aKkTUBMPYIOT ee Ans ygobCTBa MCNONb3OBaHWUS B
paboTte nnn yyebe;

4. He ncnonbayn nydnmynbii WI-FI ans nepegaym nyMYHbIX AaHHbIX, HANPUMeEpP Ans BbiXxoda B coumarbHble
CETU UINKN B 3NEKTPOHHYIO MOMTY;

5. Vicnonb3yw Tonbko 3awmweHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mMobunbHom TenedoHe oTkmoum dyHkuuio "TlogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMaTU4eCKOro NoAkiYeHust yctponcTea k cetam Wi-Fi 6e3 1Boero cornacusi.

CouuanbHble ceTu

CoumarnbHble ceTu akTUBHO BXOOAT B Halwly XW3Hb, MHOrne noogun pa60Ta+0T N XMBYT TaM MOCTOAHHO, a B
Facebook yXe 3apermcTtpupoBaH mMunnmapn 4YerioBek, 4To ABJIAETCA OAHOW CceabMOK BCEX XUTenen NraHeThbl.
MHorne nonb3oBaTenu He MOHUMAIOT, YTO I/IHCbOpMaLI,VIﬂ, pa3melleHHaa MMM B coumnalibHbIX CeTAX, MOXEeT ObITb
HangeHa 1 Ncnosib3oBaHa Kem yrogHo, B TOM 4ucre He obsi3aTenbHO ¢ 6narnumm HaMepeHnamMun.

OcHoBHble coBeTbl N0 6e30nacHOCTN B coLUuanbHbIX CETAX:
1. OrpaHun4b cnncok gpy3en. Y Tebs B Apy3bsaX HE AOMKHO ObITb CNyYalHbIX U HE3HAKOMbIX N0AEN;

2. 3awumiian cBOK YacTHYH ku3Hb. He ykasbiBam naponu, tenedoHbl, agpeca, 4aTy TBOEro poXOeHus u
OPYryro NUYHY0 MHAOpMaLno. 3M0YMbILIEHHMKU MOTYT UCMONb30BaTh AaXe MHAOPMALUIO O TOM, Kak Tbl 1 TBOMU
poauTenu nnaHupyeTe NPOBECTN KaHWUKYIbI,

3. 3awuwian ceoto penyTauuio - epXu ee B YUCTOTe U 3adaBail ceGe BoOMpoc: XoTen Gbl Thl, YTOOLI Apyrue
nonib3oBaTeny BUOENM, YTO Thl 3arpyxaellb? MNogymaii, npexae Yem YTo-To onyGnnKoBaTh, HanucaTb U 3arpysuTh;

4. Ecnu Tbl rOBOPULLb C SIIOABMU, KOTOPbIX HE 3Haellb, HE NCMOSb3YM CBOE pearnbHOe UMS 1 OPYrYHo JINYHYIO
WHbopMaLnn;: UMsi, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npovee;

5. N3beran pasmelleHus doTtorpacuii B UHTepHeTe, rae Tbl M306pakeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO
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onpenennTb TBOE MECTOMOJIOXKEHUNE;

6. MNpu permuctpauum B coumnansHOM ceTn HeobxoaMMO UCNONb30BaTh CIIOXHbIE NApOnn, COCTosALINE U3 OyKB
N umMdp M C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEODX0AMMO MCMOSb30BaTh pas3Hble naposnu. Torga ecnu
Tebs B3NnomaroT, TO 3JI0YMbILNEHHUKN nonydaT AOCTYMN TOJIbKO K 0AHOMY MeCTYy, a He BO BCE Cpaasy.

aﬂeKTpOHHble AeHbrn

aﬂeKTpOHHble AOEHbIN - 3TO OYEHb y,EI,O6HbIl7I crnocob nnartexen, ogHako CyWweCTBYKOT MOLWUEHHUKN, KOTOpbIe
XOTAT NOJTY4UTb 3TN OAEHbIU.

aﬂeKTpOHHble OeHbIm noAasuUnnMcb coBcemM HegaBHO M MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
nop He NponncaHo NpPo HUX B 3aKOHax.

B Poccumn xe oHun d)yHKU,I/IOHVIPYIOT N O HUX YXKe MponncaHo B 3aKOHe, rge unx pas3gendrT Ha HECKOJIbKO
BWOOB - @HOHMMHbIE W HE aHOHMMHble. PasHMua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpPbIX pa3pellaeTca
npoBoAuUTb onepaunn be3 VI/J,eHTVI(*)I/IKaLI,VIVI nonb3oBaTtesid, a B HEaHOHUMHbIX I/I,D,eHTI/I(bVIKaLI,I/IFI nonb3oBartensa
saBnsieTca 00si3aTEeNbHOMN.

Tawkke cnegyeT pasnuyatb OMEKTPOHHble UaTHble AeHbrM (paBHbl FOCYAApPCTBEHHbIM BanioTam) U
3MNEKTPOHHbIE HedmaTHbIE AeHbIM (HE paBHbl rOCY4apCTBEHHBIM BanoTam).

OcHOBHble coBeTbI N0 Ge3onacHom pa60Te C 3J1eKTPOHHbIMU OEHbramMmu:

1. NpuBsXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbIN M BLICTPBIN CNOCO6 BOCCTAHOBUTL JOCTYM K
cyety. lNpuBasaHHbIV TenedoH NOMOXeT, ecnu 3abydellb CBOW MMaTeXHbIM Naporb UNn 3angellb Ha CauT C
He3HaKoMOro yCTPOWCTBA;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexofa Ha yCUNEHHYK aBTopu3auuio Tebe yxe He Gyaer
yrpoXxatb ONacHOCTb KpaXXu Unu nepexesata nrfiaTeXxHoro napons;

3. Bbibepu crnoxHein naponb. NpecTtynHukam OyaeT He MPOCTO yragaTb CIOXHBIM Naponb. HagexHble
naponu - 3To Naponun, KoTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYaoT B ce0S CTPOYHbIE M NPOMMUCHbIE BYKBHI,
undpbl U HECKONbKO CMMBOSIOB, TakMe Kak 3HaK Jonnapa, yHTa, BOCKNUUATEMbHbIA 3HaK M T.n. Hanpumep,
$tRONg!;;

4. He BBOOM CBOW JNIMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AoBepsieLlb.
aneKTPOHHaﬂ noyTta

OneKTpoHHasa MmoyTa - 9TO TEXHOMOrMs U MNpedocTaBnseMble € YCryrM Mo Mepechinike U NONyYEeHUto
3NEKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpenensatTcs B KOMNbOTEPHON ceTu. OBbIMHO 3MEKTPOHHLIN MOYTOBLIN
AWK BbIMSAMT CriegylowmMm obpasoM: uMms_nonb3oBatend@ums_goMeHa. Takke KpoMe nepegadv npocToro
TeKcTa, UMeeTCs BO3MOXHOCTb nepeaasaThb ansibl.

OcHoBHble coBeTbl N0 Be3onacHoi paboTe C 3NeKTPOHHON NOYTOMN:

1. Hapgo BbibpaTb npaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbIi BbIGOp GecnnaTtHbIX
MOYTOBBLIX CEPBMNCOB, OAHAKO fyylle AOBEPATb TEM, KOrO 3Ha€ELLb U KTO MEPBbIA B PEUTUHTE;

2. He ykasbiBah B JMYHOM MNOYTE NNYHYO  UWHopmaumio. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIn_haHaTt@" nnn "pok2013" BMecTo "Temal3";

3. Ucnonbayit gByxaTtanHyo aBTopusaumnio. 3To Korga NOMUMO NMaporist HY>KHO BBOAMTb Ko, NpUcbinaemblii
no SMS;

4. Bbibepu CnoxHbIN Napornb. Onsa Kaxaoro noYToBOro AWUKa AOMKEH ObiTb CBON HAAEXKHbIA, YCTOMYUBBIA K
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B3MIOMY Naponsb;
5. Ecnu ecTb BO3MOXHOCTb Hanucatb CamoMy CBOW JIMYHbIA BONPOC, UCMOMb3YiN 3Ty BO3MOXHOCTb;

6. Mcnonb3yi HECKONbKO MOYTOBbIX AWMKOB. MepBbIit AN YacTHOM Nepenucku ¢ agpecaTamu, KOTOPbIM Tbl
fAoBepsiellb. ATO 3MEKTPOHHLIN aapec He HaJo UCMoNb3oBaTh NPY PercTpauun Ha dhopymax u canTtax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCnv OHW NPULLINM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPaBNANM Ny oHn Tebe atn dannsol;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEpPBUCE NMepen 3akpbiTUEM BKNaOKM ¢ canToM He 3abyab HaxaTtb
Ha "Bbintun".

Kn6epOynnuHr unu BupTyanbHoe usaeBaTenbcTBO

KnGepOynnuHr - npecnefoBaHne COOGLLEHWSIMU, COAEPXKALLMMU OCKOPGIEHUsi, arpeccuto, 3anyruBaHue;
XYNUraHCTBO; coLmaribHoe GoMKOTUPOBaHME C MOMOLLbIO Pa3fNYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynrMHrom:

1. He 6pocaricsa B 6oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
0obpaTnTbCs, TO BHaYane ycnokoutbcs. Ecnm Tbl HaYHeLLb OTBeYaTb OCKOPONEHNsIMU Ha OCKOPONEHUst, TO TONbKO
elle bonbLue pasoxokellb KOHAIUKT;

2. Ynpasnsan cesoen knbeppenytaumven;
3. AHOHMMHOCTb B ceT! MHUMas. CyLLecTBYIOT CNOCOObI BbIACHUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW xu3HWU. MIHTepHeT dukcmpyeT BCce TBOW OENCTBUS U
CcOoXpaHsieT ux. Yganutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. CobGniogaii cBOK BMPTYarbHYH YecTb CMOoAay;

6. VrHopvpyn eauHuyHbin HeratuB. OgHOpasoBble OCKOPOMTENbHbIE COOOLLEHMS Ny4le WrHOpUpOoBaTb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaauy;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMM COOOLLEHMSIMUK, B coUMalnbHbIX CETSX €CTb
BO3MOXXHOCTb 6J'IOKI/IpOBKl/I OTnpaBKn coobLeHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou AeicTBUS: BLICTYNUTb NPOTMB NpecriefoBaterns, nokasartb emy,
YTO ero AelCTBUSI OLEHMBAOTCS HEraTMBHO, MOAAEepXKaTb KEpPTBY, KOTOPOM HyXHa NcuUxosiornyeckasi nomoLLp,
COO6LLUUTL B3POCHbIM O haKTe arpeCCUBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbI 1 NaHWweThl cogepxat B cebe BNomnHe B3pOoCnbin PYHKUUOHAM, U Tenepb OHU
MOrYT KOHKYpPUpOBaTb CO CTaLUOHapHbIMK koMMbloTepamun. OgHako, CpeacTB 3alimThl Ang nogobHbIX YCTPONCTB
noka odeHb Mano. TecTupoBaHUE N NOUCK YA3BUMOCTEN B HUX NPOUCXOOMUT He Tak MHTEHCUBHO, Kak ang MK, To xe
camoe KacaeTcsl U MOBUIbHbBIX MPUMOXEHUNA.

COBpeMeHHbIe MOOMNbHbIE 6pay3epb| yXe nMNpakTudeCckn pforHanm HacToJibHble aHanoru, oaHaKo
pacliunpeHne (byHKLI,MOHaﬂa BneyeT 3a cobon 6OJ'IbLIJyPO CINOXXHOCTb U MEHbLYH 3allULLEeHHOCTb.

[daneko He BCe NPOM3BOAWTENN BbIMYCKAOT OOHOBMEHUS, 3aKpbIBaKOLWME KPUTUYECKME YA3BMMOCTM ONd
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNBHOMO Teﬂe(bOHaZ

Huyero He sBnsetcs no-Hactoswemy GecnnatHbiM. Byab OCTOpoXeH, Bedb Korga Tebe npegnaratoT
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GecnnaTHbI KOHTEHT, B HEM MOryT ObITb CKPbITbl KaKMe-To niaTHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTto nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW B6yayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATH ONEpPaLUOHHY0 CUCTEMY TBOETO CMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHbBIX TENeOHOB;

He 3arpy>|<al7| NpuNoXeHnda OT HEeW3BEeCTHOIo WUCTOYHWKa, Be€Ob OHW MOryT coaepXaTb BpeaoHOCHOe
nporpammHoe obecneyeHue;

[Mocne Toro kak Thbl BblAELb C canTa, rae BBOAWUM NUYHYK MHGOPMAaLMIO, 3anam B HacTporiku bGpaysepa n
yaanu cookies;

Mepuvoanyeckn NpoBepsan, kKakMe NnaTHble YCNyru akTMBMpOBaHbLI Ha TBOEM HOMEPE;

[asaw cBon HoMep MobunbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpSieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He nonb3yellbes. He 3abbiBai MHOraAa npoBepsiTb 3T0.
Online urpbl

CoBpeMEHHbIe OHMaNH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLMe pasBrievyeHus, obbeauHsitowmne COTHU
TbICAY YenoBek Mo BceMy Mupy. Urpoku mccrnegytoT OaHHbIA MM Mup, oblialTcs Apyr ¢ APYroM, BbIMOMHSOT
3a4aHus, cpaXkalTcsl C MOHCTPaMM 1 NonyYatoT onbiT. 3a yaoBONbLCTBME OHM NNATAT: NOKYyNaroT ANCK, OnavnBaroT
aboHEeMEeHT Unu NpuobpeTatoT Kakmne-To onuun.

Bce aTu cpeactBa vayT Ha noAggepaHuMe M pasBMTME UMpbl, @ Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOpPU3aLMK, BbIMYCKAKTCS HOBble MaTuu (LMPpOBbIE 3annaTkv Afs nporpamm),
3aKpbIBAKOTCS YsI3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm OonblIMHCTBA nrp.

OcHoBHble coBeTbl MO 6e30MacHOCTM TBOEro UFPOBOIO akkayHTa:

1. Ecnu apyroi urpok BefeT cebs nroxo unu cosgaeT Tebe HenpusiTHOCTW, 3abroKMpyi ero B CrcKe
UrPOKOB;

2. Moxanynca agMUHUCTpPATOPaM Mrpbl Ha MNIOXOe MOBEeAEHWe 3TOr0 Urpoka, KenaTenbHO MPUIOXUTb
Kakve-TO loKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nnyHyo nHcopmauuio B npodanne urpbl;
4. YBaxain gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumansHble Natyn u Moapl;

6. Vicnonb3yi CnoxHble U pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMpPYC. lMoka Tbl Urpaelwb, TBOW KOMMbKOTEP MOryT
3apasuTb.

PUWKHF unun KpaXxa NMUYHbIX AaHHbIX

OOGbluHOM  KpaXkerd [eHer W [JOKYMEHTOB CerofgHs yXe HUWKOrO He YAMBUWbL, HO C pasBuUTUEM
WNHTEPHET-TEXHONOMMI 3IOYMbILLIIEHHNKN NEPEMECTUNMCL B MHTEPHET, M NPOAOIKalT 3aHMMaTbecs "niobrmbim"
Oernom.
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Tak nosiBUnacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, FMaBHas Lefb KOTOPOro COCTOUT B
nosly4eHMn KoHpmaeHumanbHbiX AaHHbIX NOMb3oBaTenen - NorMHoB M naponen. Ha adHrnuinckom sasbike phishing
untaetcsa kak domwmHr (ot fishing - ppibHast noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ hULLIMHIoM:

1. Cneagwn 3a cBoOMM aKKayHTOM. Ecnn TbI nogo3peBaellb, YTO TBOA aHKeTa Obinia B3rloMaHa, To Heobxoanmo
SaGHOKMpOBaTb ee 1 coobwuTb agMuUHuUcCTpartopam pecypca 00 3TOM KaK MOXHO CKopee;

2. Vicnonb3yi 6e3onacHble Beb-calThl, B TOM YUCHE, MHTEPHET-MarasnHoB U NOUCKOBbIX CUCTEM;

3. V|CI'IOJ'Ib3yI7I CITOXHbl€ WU pa3Hble naposn. Takum 06pa30M, ecnun Tebs B3fnomaroT, TO 3JTI0YMbILLUNEHHUKN
nony4yar A0CTyn TOJIbKO K OAHOMY TBOEMY I'IpO(*)VIﬂI-O B CE€THU, a HE KO BCEM;

4. Ecnu Tebsa B3nomanu, To HeobxoaMMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble fobaBneHbl y Tebs
B OpPYy3bsiX, O TOM, 4TO Tebs B3nomanu u, BO3MOXHO, OT TBOEro UMeHn ByaeT paccbinatbCA cnam M CCbIfIKU Ha
(PULLNHIOBbBIE CanThl;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTKkpbiBal gannbl U Apyrne BRNOXEHUS B NMUCbMaXx, OaXe €CM OHU NPULNK OT TBOMUX Apy3en. Jlyduwe
YTOYHMW Y HUX, OTNPABISANN N1 OHN Tebe 3Tn dhannebl.

LUncdposas penyrauus

LindppoBas penytaums - 3To HeraTMBHas UnNun NO3nTMBHas MHdopmaunsi B cetn o Tebe. KomnpomeTtumpytowas
nHdOpMaLms, pa3MeLLeHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTpasvTbCs HA TBOEW pearbHON XU3HW.
"Undposas penytaumsa” - 310 TBON UMUK, KOTOPLIN hopmupyeTcs U3 nHdopmaumm o Tebe B MHTEPHETE.

TBOEe MecTO XuTenbcTBa, yd4ebbl, TBOE (pMHaAHCOBOE MOMOXeHWe, 0OCOOEHHOCTM XapakTepa W pacckasbl O
OnNKU3KKX - BCe 3TO HakannMBaeTCcs B CETU.

MHorue NoAPOCTKN JIErKOMbICITEHHO OTHOCATCA K ny6n1/||<au,vw| NNYHOM VIH(bOpMaU,I/IVI B MHTepHeTe, HE
NOHUMasi BO3MOXHbIX NOCNeaCTBMIA. Thl faXe HEe CMOXellb AoragaTtbCsa O TOM, YTO (*)OTOFpaCbI/IFI, pa3melleHHas 5
neT Ha3apj, ctana l'lpVI‘-Il/IHOVI OTKa3a NpUHATb Tebs Ha pa60Ty.

KommeHTapuu, pasmelleHne TBomx dotorpadun n apyrne AerUCcTBUA MOTyT HE UCYE3HYTb Jaxe nocre Toro,
KaK Tbl MX yAanuub. Tbl HEe 3Haellb, KTO COXpaHun 3Ty nHdopmalmio, nonana nv oHa B MOUCKOBbIE CUCTEMbI U
COXPaHWnacb 1 oOHa, a rMaBHoe: YTO NoAyMaloT o0 Tebe oKpyxatoLwue Nau, KoTopble HangyT U yBUAAT 3To. HanTtn
MHdOpPMaLMI0O MHOFO fleT CNycTA CMOXeT ntobon - kak n3 gobpbix NOOYKAeHWN, Tak U C HAMEePEeHUEM NPUYMHAUTL
Bped. OTO MOXeT ObITb KTO YrogHO.

OcHOBHble COBETHI MO 3almTe LUMPOBON penyTaumm:
1. NMogymain, npexae 4em 4TO-TO NY6nMKoBaTh M NnepedasBaTh Y cebs B 6nore nnm B coumanbHOM ceTw;

2. B HacTpowkax npoduns yCTaHOBW OrpaHMYEHUs Ha MPOCMOTP TBOEro npodwns U ero CoaepXUMOro,
caenan ero Tonbko "onga apysen”;

3. He pa3mellaii 1 He ykasbiBa MHpOpMaLUIO, KOTOpasi MOXET KOro-nmbo ockopbnaTe unm obmxkatsb.
ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKN - aKTUBHblE Morib3oBaTeny uudposoro npoctpaHcTea. OgHako Aaneko He Bce
3HalOT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTSIMM LudpoBoro Mupa TpebyeT cobniogeHus npaB Ha
WHTENNeKTyanbHyto COGCTBEHHOCTb.
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TepMVIH "I/IHTeJ'IJ'IeKTyaJ'IbHaFI COBCTBEHHOCTL" OTHOCUTCA K pas3finyHbiM TBOPEHUAM 4YerioBe4yeCcKoro yma,
Ha4ynHaa C HOBbIX VI306peT6HVIVI N 3HaKoB, 0603HaYalLWNX COBCTBEHHOCTb Ha NpoaOYyKTbl N YCIyru, N 3akaH4nBad
KHUramu, Q)OTOI'pad.WIFlMVI, KVIHO(*)VIJ'IbMaMVI N My3blKalilbHbIMW NMpon3BeaEeHNAMMN.

ABTOpCKUWE MpaBa - 3TO NpaBa Ha MHTENNEKTyanbHyl COOCTBEHHOCTb Ha NPOU3BEAEHMS HAYKW, NMUTepaTypbl
N nckyccTtea. ABTOpCKME MpaBa BbICTYNalT B KaYECTBE rapaHTUM TOro, YTO UHTENNEKTYyanbHbIN/TBOPYECKUA TPYL
aBTopa He OyaeT HanpacHbIM, A4acT eMy CnpaBeAnuBbIE BO3MOXHOCTU 3apaboTaTth Ha pesynbTaTtax CBOEro Tpyaa,
MonyYnMTb W3BECTHOCTb W nMpu3HaHuve. HukTo 6e3 paspelleHuss aBTopa He MOXET BOCMNPOM3BOAUTL €ro
npousBeaeHne, pacnpocTpaHaTb, NyOGNNYHO AEMOHCTPUMPOBATL, NpoAaBaTtb, UMMNOPTMPOBATL, MyckaTb B MPOKaT,
ny6rMYHO MCNOMHATL, NOKa3bIBaTL/UCNONHATL B 3dupe unu pasmeLLaTs B IHTepHeTe.

Mcnonb3oBaHre "nupartckoro" nporpammHoro obecnevyeHnss MOXeT NPUBECTU K MHOTMM puckam: OT noTtepwu
OaHHbIX K TBOUMM akkayHTam o GroKuMpoBKM TBOEro yCTPOWCTBA, rAe yCTaHOBMEeHa HeneranbHas nporpamma. He
CTOMT Takke 3abblBaThb, YTO CYLLECTBYIOT feranbHble 1 6ecnnaTtHble NporpamMMbl, KOTOPbIE MOXXHO HANTU B CETMU.

O noprane

CeTteBu4yoK.pb - TBOW rMaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeEWb Yy3HaTb O 6e3o0macHOCTU B CeTu
MOHATHBLIM M AOCTYNHBIM S3bIKOM, @ MPU BO3HUKHOBEHMMN KPUTMYECKOW CMTyaumnm obpaTntbCs 3a coBeToM. A Takke
MPUHATL y4acTue B KOHKypcax v cTaTb caMbiM LMGPOBLIM rpaxkgaHNHOM!

Mpunoxexune N 3
NAMATKA AN POOUTENEN O6 MHOOPMALIMOHHOW BE3OMACHOCTU OETEN

OnpepgeneHne TepMuHa "MHdopmaLnoHHas 6e3onacHocTb aeten” cogepxutcs B degepanbHoM 3akoHe N
436-$®3 "O 3awute geten OT MHOPMaLUK, MPUYMHAIOWEN Bped WX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLUEHMS, CBA3aHHbIE C 3alMUTON AeTen OT UHOopMaLnK, NPUYMHSIOLLEN Bpea UX 340POBbI0 U (Mnn) pasBuTuio.
CornacHo gaHHOMY 3akoHy "WMHdopMaumoHHas 6e30macHOCTb AeTen” - 3TO COCTOSIHME 3alUULLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM MHAOpPMaLuen Bpeda Ux 340poBbio 1 (Mnn) usndeckomy,
NMCUXNYECKOMY, AYXOBHOMY, HPDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-9©3 nHdopmaumen, NpuumHAOLLENA Bped 340POBb0 U (UNK) pasBUTUIO
aeten, sBnsaeTcs:

1. MHpOpMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean aAeTen;

2. vHcopmMauus, pacnpocTpaHeHWe KOTOPOW OrpaHWYeHO cpeau AeTen onpefenieHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHdopmaumm, 3anpeLLeHHon 4ns pacnpocTpaHeHns cpean aeTen, OTHOCUTCS:

4. vHcopMaumsi, nobyxaawwas AeTeld K COBepLIeHVI0 OeNCTBUIA, NpeacTaBsoWmnX Yrpo3y UX XKU3HU U
(vnn) 300poBbIO, B T.4. MPUYMHEHUIO Bpeda CBOeMY 3[40pPOBblo, CaMOyGUIACTBY;

5. cnocobHOCTb BbI3BaTh Yy AeTen xenaHve ynotpebuTb HapKOTUYECKNe CPpeacTBa, NMCUXOTPOMHbIE U (MnK)
ooypMaHuBawLLMe BellecTBa, TabayHble W3Oenus, ankorofnbHYyH M CIMPTOCOAEpXKallyld MpOoOyKUMio, MUBO U
HanuTKX, M3roTaBMnvMBaeMble Ha €ro OCHOBE; MPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCH MPOCTUTYUMEN,
OpPOAKHNYECTBOM MMM NOMPOLLANHUYECTBOM;

6. obocHoBbIBawOLWasa Wnn onpasgbiBawwada AOonyCTUMOCTb Hacuina wu (MJ'IM) XecTokocTn nmbo
n06y>|<p,arou.|,aﬂ OCYyLLEeCTBIIATb HACUITbCTBEHHbIE OENCTBMS NO OTHOLUEHUIO K NIIOAAM U XXNBOTHbLIM;

7. oTpuualoLlasi ceMelHble LLEHHOCTM U hopMUpYtoLLas HeyBaXXeHWe K poautensm u (Mnu) gpyrum yYneHam
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cemby;
8. onpasibiBatoLllad npoTnBonpaBHoOE NnoBeaeHne,
9. copepkallas HeLleH3ypHYH BpaHb;
10. cogepkaluasa nHpopmaumo NnopHorpadmnyeckoro xapakrepa.

K wvHdopMaumn, pacnpocTpaHeHWe KOTOPOM OrpaHW4YeHO Cpeau [nOeTell OonpedenieHHoro Bo3pacTa,
OTHOCKTCS:

1. Hopmauus, npeacTaBsnseMasi B Buae n3obpaxeHus unm onucaHus XecToKoCTu, omandeckoro n (unm)
NCUXMYECKOro Hacunus, NPECTYNNEHNSA UM MHOTO aHTUOOLLLECTBEHHOIO AECTBIS;

2. Bbi3blBaloWas y AeTeil cTpax, ykac WM NaHuKy, B T.4. NpeactaBnsiemas B BuAe U300paxeHus wnm
OonMCaHUs B YHWXKaloLWElN 4YeroBeyeckoe [AOCTOMHCTBO (hOpMe HeHaCUIbCTBEHHOW CMepTu, 3aboneBaHus,
camoybOuINCTBa, HECYACTHOTrO Criyyasi, aBapuy Uin katacTpodbl U (MNK) UX NOCIeacTBuUiA;

3. npencraendemas B BuAE U300pPaXEHUS UMM ONUCAHUSA MOMOBbLIX OTHOLUEHUA MEXAY MYXYMHON U
YKEHLLINHOM;

4. copgepkallas GpaHHbIe CIoBa W BblpaXkeHWsl, He OTHOCALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npemnaraioTtcs npasuna paboTbl B cetn VHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONUT obecnevnTb MHPOPMaLUOHHYO Be3onacHOCTb BalUnX AeTen.

O6wme npaBuna Ans pogutenemn

1. He3zaBucrmo o1 Bo3dpacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoiiee punbTpoBaTb
N KOHTPONMpPOBaTb UH(OPMALIMIO, HO HE MofaranTecb MNOMHOCTLIO HAa Hero. Bawe BHMMaHue K pebeHKy - rmaBHbIN
MeTo[, 3aLLnThI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OAHOM W3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMaATENBHO N3Y4YNTE, KaKyt0 MHCPOPMALMIO MOMELLAIOT €ro Y4aCTHUKM B CBOUX NPOMUAX U
6riorax, Bkntoyas gpotorpacdum n Buaeo.

3. lNpoBepbTe, C KaKMMXM APYrMMKU canMTamu CBSi3aH coumanbHbin cepBuc Bawero pebeHka. CTpaHu4ku
Bawwero pebeHka moryT 6biTb 6€30MacHbIMK, HO MOTYT U COAEPXaTb CCbISIKA HA HeXernaTerbHble U ONacHbIe CanThbl
(Hanpumep, NOPHOCANT, UK CalT, HA KOTOPOM APYr YNOMUHAET HOMEpP COTOBOro TenedoHa Bawwero pebeHka unu
Baw pomaiuHun agpec)

4. MoolpsaiTe Balwmnx aeTel coobliate 060 BCEM CTPaHHOM UMW OTTamNKUBAIOLWIEM U HE CIULIKOM OCTPO
pearupyiTe, Koraa oHV 3To AenatoT (M3-3a onaceHusl NoTepsaTb OOCTYN K VIHTepHeTy AeTu He roBOpsiT poauTensam
0 npoBnemax, a TaKke MOryT Ha4aTb UCMNOMb30BaTh VMIHTEpHET BHE AOMa U LLIKONbI).

5. byabTe B Kypce ceTeBoM xu3Hu Bawero pebeHka. IHTepecyinTech, KTO UX Apy3bsa B VIHTEpHET Tak Xe, Kak
WHTEepecyeTeCch pearbHbIMU OPY3bAMM.

BospacTt ot 7 o 8 ner

B UNHTepHeTe pebeHok cTapaeTcs MOCETUTb T€ UIN WHble CaiTbl, 8 BO3MOXHO W YaTbl, paspelleHne Ha
nocelleHne KOTOpbIX OH He nonyyun 6bl OoT poauTeneit. MoaTomy poauTensM ocobeHHO nomnesHbl ByayT Te
OTYEThl, KOTOpble NPeaoCTaBNATCA MNporpaMMamu MO  OrPaHUYEHUo  uUcronb3oBaHusa WHTepHeTa, T.e.
PoauTtenbckuii KOHTPOIb UMK TO, YTO Bbl CMOXETe YBMAETb BO BpeMeHHbIX dhaiinax. B pesynbraTte, y pebeHka He
OyOeT OLLYLIEeHMs!, YTO 33 HUM BeAEeTCA NMOCTOSIHHBIA KOHTPOSb, O4HAKO, poauTeny ByayT no-npexHemy 3HaTb,
Kakue caiTbl nocelwiaeT uMx peGeHok. [eTu B AaHHOM Bo3pacTe 06rafatoT CUIbHbIM YYBCTBOM CEMbM, OHU
[I0BEPYMBLI M HE COMHeBalTcsa B asToputeTtax. OHU NOGAT UrpaTb B CeTeBble WUrpbl WM MyTeLlecTBOBaTb MO
MHTepHeTy, UCNomb3ysi SNEKTPOHHYIO MOYTY, 3aX0AUTb Ha caiTbl U YaTbl, HE peKOMeHO0BaHHbIe POAUTENAMU.
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CoBeTbl N0 be3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. Cosparite cnucok AoMallHUX npaBun nocelleHus WHTepHeTa npu yyactum getern m Tpebyinte ero
BbINOSTHEHWS.

2. TpebyiiTe oT Bawero peGeHka cobrntofeHNst BpeMeHHbIX HOPM HaxOoXAEeHUs 3a komnbloTepoM. MokaxuTe
pebeHky, 4YTo Bbl HabnogaeTe 3a HUM He NMOToMy YTO Bam 3To xouyeTcs, a noTomy 4Tto Bbl BGecrnokoutech o ero
Ge30nacHOCTU 1 Bceraa rotoBbl eMY NMOMOYb.

3. KomnbloTep ¢ nogkntoyeHnem k VIHTepHeTy JOMmKeH HaxogouTbCa B obLieri KOMHaTe nog MpUMCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHbI.

5. Wcnonb3aynte cpeactBa BrnoknMpoBaHus HexenaTtenbHOro KOHTEHTa Kak AOMOfHEeHWe K CTaHAapTHOMY
PoantensckomMy KOHTPOIHO.

6. CosgaiiTe ceMelHbIin aNeKTPOHHbIN ALKK, YTOGLI He NO3BONMUTL AETAM UMeTb cOBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c 6ecnnaTHbIMW MOYTOBBLIMW SALMKAMKU C MOMOLLBIO COOTBETCTBYIOLLErO
nporpaMmMHoOro obecneyeHus.

8. MNpuyunte geten coBeToBaTbCcs ¢ Bamu nepepn onybnukoBaHMeM Kakon-rmbo MHGopmaumn cpeacTBaMmm
3MEKTPOHHOM NOYThI, YaTOB, PEMMCTPALMOHHBIX OPM U NPOUNENn.

9. Hayunte geTten He 3arpyxaTtb bannbl, NporpamMmmbl UM My3biky 6€3 Ballero cornacusi.
10. He paspeluarite AeTM UCNONb30BaTb CyX0bl MTHOBEHHOrO 0OOMeHa coobLLeHnsaMM.

11. B "Genbin" cNuCoK CaWToOB, paspelleHHbIX ANs MOCeLeHWs, BHOCUMTE TOMbKO CaWTbl C XOPOLUEW
penyTaunen.

12. He 3abbiBaviTe 6ecenoBatb ¢ AeTbMu 06 X Apy3bax B VIHTepHeTe, kak ecnu Obl peyb Wwna 0 Apy3bsX B
pearnbHON XWU3HMW.

13. He penavite "taby" n3 BONpoCcoOB NOSIOBOW XWU3HW, TaK kak B IHTepHeTe geTn MOryT nerko HaTKHyTbCs Ha
nopHorpadguio nnu cantel "ana B3pocnbix”.

14. Mpwnyuute Bawero pebeHka coobatb BaM O NobbIX Yyrpo3ax UMy TpeBorax, CBA3aHHbIX ¢ IHTepHeTOM.
OcrTaBaiiTecb CMOKOWHbIMI U HanoMHUTe OEeTSM, YTO OHM B 6e30MacHOCTM, eCcfiiu caMu pacckasany Bam O CBOMX
TpeBorax. [oxBanuTte MX 1 NOCOBETYINTE NOAONTU elle pa3 B NOAOGHbLIX Cryyasx.

BospacT getent ot 9 Ao 12 net

B gaHHOM BO3pacTte LOeTU, KakK npaBuno, Yyxe HaclblllaHbl O TOM, KaKad I/IH(*)OpMaLI,VIFI cyuiecTtByeT B
MHTepHeTe. COBepUJeHHO HOpPpMaJibHO, YTO OHU XOTAT 3TO YyBUAETb, MPOYeCTb, YyClNbIlWaTb. I'IpM 3TOM HYXHO
NMOMHUTb, 4YTO AOCTYyNn K HeXenaTellbHbiIM MaTepuanamMm MOXHO Jierko 3861'IOKI/IpOBaTb npun nomown cpencrte
Poautenbckoro KOHTPOJIA.

CoBeTbl No be3onacHocTu ansa geten ot 9 oo 12 netr

1. Cosgante cnuCoK AOMallHMX NpaBun noceweHus WHTepHeT npu ydactum geten un Tpebynte ero
BbIMOMHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHnss HOPM HaxXoXOEHNS 3a KOMMbIOTEPOM.

3. Habnwopgante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaxuTe emy, 4To Bbl 6ecnokontecb 0 ero
6e30nacHOCTU 1 BCEraa rotoBbl OkasaTb eMy NOMOLLb.
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4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. Ucnonb3ynte cpeactBa OnOKMPOBAHUSA HexernaTerbHOro KOHTEHTa Kak AOMNOfHEeHWe K CTaHOapTHOMY
PoantensckomMy KOHTPOIO.

6. He 3abbiBaliTe NpvHYMaTb HEMOCPEACTBEHHOE yyacTue B Xu3HM pebeHka, GecegoBaTth C AeTbMU 006 KX
Apy3bsix B IHTepHeTe.

7. HactanBanTte, 4tobbl AeTW HUKOrA4A He Cornallanvch Ha NMMYHbIe BCTPEYn C APY3bsiMy MO VIHTepHeTY.
8. MNo3BonanTe geTsaM 3axoauTb TONbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MNpuyunte OeTen HUKOrAa He BblAaBaTb JIMYHYIO MHOPMaLUMIO CpeacTBaMU SNEKTPOHHOM NOYThI, YaToB,
CUCTEM MIHOBEHHOro obMeHa coobLLeHnaMN, PErMCTPALMOHHBLIX (POPM, NMNYHBLIX NPOUNEN U NPU perncTpauumn Ha
KOHKypChbl B IHTepHeTe.

10. Mpuyunte OeTen He 3arpyxaTb nporpammbl 6e3 Balwero paspelueHunsi. O6GBbACHATE UM, YTO OHU MOTYT
CryyaiiHo 3arpy3uTb BUPYChl UMK ApYroe HexxenatenbHoe nporpamMmMmHoe obecneyeHue.

11. Cospgante Bawemy pebeHKy orpaHM4eHHy0 y4eTHY0 3anuch Ans paboTbl HA KOMMbIOTEpPE.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MobbIX Yrpo3ax U Tpeeorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHuTe getam, 4To oHM B 6@30nacHOCTU, eCrM caMu pacckasarnv Bam O CBOMX TPEBOrax U OnaceHusiX.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBanTe Ha ToM, 4YTOObl A€TW NPeAOCTaBsAN BamM OOCTYN K CBOEN 3NIEKTPOHHON MoyTe, YToObI Bbl
ybeannucb, YTo OHN He 0OLLat0TCA C HE3HAKOMLLaMM.

15. O6bsACHUTE OEeTsM, YTO Henb3s MCNoMb3oBaTh CETb ANS XYNUraHCTBa, pacnpoCTpaHEeHWUs CnreTeH unu
yrpos.

Bospact geteit ot 13 go 17 net

B aTom Bo3pacTe NoagpOCTKM aKTUBHO WUCMOMb3YT MOUCKOBbIE MaLUWHbI, MOMNb3YHTCS 3NEKTPOHHOWN NOYTON,
cnyx6amMy MrHOBEHHOro obMeHa COOBLUEHUSIMU, CKAuMBalOT My3blky U (unbMbl. ManbyvMkam B 3TOM Bo3pacTte
bonblle MO HpaBy cMeTaTb BCE OrpaHUYeHusl, OHWU XaxayT rpyboro tomMopa, as3apTHbIX WUrp, KapTMHOK "Ons
B3pocnbIx". [eBoukM npegnoumTaT oblartbcs B 4aTax, Npu STOM OHU ropa3go bonee YyBCTBUTEMbHbI K
cekcyarnbHbIM foMoraTenbcTBam B VIHTepHeTe.

3avacTylo B JaHHOM BO3pacTe POAMTENSAM yXXe BeCbMa CMOXHO KOHTPONMpoBaTb CBOUX AeTew, Tak Kak 06
MHTepHeTe OHM yXe 3HalT 3HauUTeNnbHO Oonblue cCBOMX poauTenen. Tem He MeHee, He OTnyckamTe geten B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTMBHO ydacTBOBaTh B 06wweHun pebeHka B NHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npaBuna MHTepHeT-6e30nacHOCTU - corfalleHne Mexay
poouTenamMu u getbMu. KpoMme TOro, HeoGXoAuMO Kak MOXHO valle npocmaTtpuBaTb OTYeTbl O AeSTENbHOCTU
deteit B MHTepHeTe. CnedyeT obpaTuTb BHUMaHWe Ha HeobXxoOAMMOCTb COAEepXKaHWs POAMTENbCKMX Maporen
(napornei agMMHUCTPaATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMaHWE Ha CTPOroCTb 3TUX Naporeil.

CoBeTbl N0 6e3onacHOCTU B 3ToM Bo3pacTe oT 13 go 17 net

1. CosganTe cCnucok OoOMalUHWMX MNpaBun noceweHnsa VHTepHeTa npu yd4acTum nogpocTKOB U Tpebynte
6e3ycnoBHOro ero BoinonHeHns. O6roBopuTe ¢ pebeHKOM CNMCOK 3anpeLleHHbIX CanToB ("4epHbln CnMcok”), Yachl
paboTbl B IHTEpHeTe, pyKoBOACTBO MO 06LLEeHMI0 B VIHTEpHETE (B TOM Ynche B YaTax).

2. KomnbtoTep ¢ NOAKMYEHNEM K ceTU MIHTEPHET JOMKEH HAaXoanTbCs B obLLEe koMHaTe.

3. He 3abbiBante OecepoBaTtb C geTbMu 00 ux Opy3bsix B WIHTEpHeETE, O TOM, YEM OHM 3aHSTbl TaKUM
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obpasom, 6yaTo peyb MOET O ApPY3bsiX B pearbHOi XnU3HW. CnpalunBaiTe o NIOAsX, C KOTOPbIMU AeTh obLalTcs
nocpeacTBOM CIyG MIHOBEHHOTO 06MeHa CooBLLEeHNSIMM, YTOOb! YOeauTbes, YTo 3T NoaM UM 3HAKOMbI.

4. Wcnonb3ynte cpeactsa ONokMpoBaHWUs HexenaTenbHOro KOHTEHTa Kak [OMOSfIHEHWE K CTaHO4apTHOMY
PoantensckomMy KOHTPOIO.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcsa Bawwu getn. T[loowpsnte umcnonb3oBaHue
MOLEPUPYEMLIX YATOB M HacTamBanTe, YTOOblI AeTK He 0bLannch B NPUBAaTHOM pPeXMME.

6. HactanBaiTe Ha TOM, 4TOObI AETW HUKOrA4A HE BCTPEYanuchb NIUYHO € Apy3bsaMu U3 ceTu VIHTepHeT.

7. Mpuyunte OeTei He BblgaBaTb CBOK NIMYHYKO MHGOPMaUMIO CpeacTBamMy 3MEKTPOHHONW MOYThbl, 4aToB,
CUCTEM MIHOBEHHOTO 06MeHa COOBLLEHUSIMU, PEFUCTPALIMOHHBIX (DOPM, JIMYHBIX Npoduei 1 Npu perucTpaummn Ha
KOHKYpCbl B MIHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHus. O6bACHUTE UM, YTO OHU MOTYT
Cny4ariHo 3arpy3uTb BUPYCbl UNN OPYroe HexenaTtensHoe nporpammMmHoe obecneveHme.

9. MpuyunTte Bawero peGeHka coobllaTe BaMm O obObIX yrpo3ax Uiu TpeBorax, CBsidaaHHbIX ¢ MIHTepHeTOoM.
HanomHute getsm, 4To OHM B Ge30mnacHOCTW, €Cnu camy pacckasanu Bam, O CBOMX Yrpo3ax Wnu TpeBorax.
MoxBanuTe X U NOCOBETYINTE NOAOUTM eLlle pa3 B NOA0GHbIX Criydasix.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. lMomormte MM 3awmtuTbcs OT cnama. Hayuute
NMOAPOCTKOB He BbldaBaTb B VIHTepHeTe CBOero peanbHOro OnekTPOHHOro agpeca, He oTBevaTb Ha
HexxenaTerbHble NMCbMa M UCMONb30BaTh CreunanbHble MOYTOBblE (UNLTPHI.

11. Mpuy4ynte cebs 3HAKOMUTBLCA C cCanTaMmu, KOTOpble NoceLlatT NOAPOCTKN.

12. Hayunte geten yBaxaTb Opyrux B UHTEpHETE. Y6eauTech, YTO OHKU 3HAKOT O TOM, YTO MpaBusia XopoLuero
noBefeHWs OEACTBYIOT Be3ae - AaXe B BUPTyallbHOM MUpe.

13. OObsAcHWTE p[geTaMm, 4YTO HWM B KOEM Crnyyae Henb3s ucnonb3oBate CeTb Anis  XynuraHcTea,
pacnpoCcTpaHeHns CNneTeH Nnn yrpo3 Apyrum NIoLsM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV pyUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaTb B 3TU UrPbl COrNacHO 3aKOoHY.

lMocTosHHO KOHTponupynTe ucnonb3oBaHne NHTepHeTa Bawwnm pebeHkom! BT0O He HapyLleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPea0CTOPOXHOCTM 1 NposABneHne Balwien pogmMTenbckon OTBETCTBEHHOCTM M 3a60ThlI.
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